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TINH THANH HOA Poc lap - Tw do - Hanh phac
TRUNG TAM CNTT&TT
S$6:207 /TTCNTT&TT-QTHT Thanh Hoa, ngay 02 thdang10 nam 2023

Vv 16 hong an toan thong tin anh huong
cao va nghiém trong trong cac san pham
Microsoft cong bo thang 9/2023.

Kinh guri:
- Van Phong Tinh uy;
- Van Phong Poan DPBQH va HPND tinh;
- Van Phong UBND tinh;
- Céc s0, ban, nganh cap tinh; ’
- UBND cac huyén, t}}i x4, thanh ph();
- Céc t6 chirc doan thé chinh tri cap tinh;
- Céac doanh nghi¢p VT, CNTT trén dia ban tinh.

Cin ctr Cong vin sd 1664/CATTT-NCSC ngay 21/9/2023 vé viéc 16 hong an
toan thong tin anh hudng cao va nghiém trong trong cac san pham Microsoft cong
b thang 9/2023 ciia Cuc An toan thong tin B4 Thong tin va Truyén thong. Theo do
ngay 12/09/2023, Microsoft da phat hanh danh sach ban vé thang 9 vé6i 59 16 hong
an toan thong tin trong cac san pham ctia minh. Ban phat hanh thang nay dic biét
dang chti ¥ vao cac 16 hong an toan thong tin ¢ muirc anh hudng cao va nghiém
trong sau:

- L3 hong an toan thong tin CVE-2023-36761 trong Microsoft Word cho phép
d6i twong tin cong thu thap thong tin v& ma bam NTLM cua ngudi dung. LS hong
nay hién dang bi khai thac trong thuc té.

- L) hong an toan théng tin CVE-2023-29332 trong dich vu Microsoft Azure
Kubernetes Service cho phép ddi turong tan cong khong can xac thyc thyc hién tan
cong leo thang dic quyén.

- L& héng an toan thong tin CVE-2023-38148 trong Internet Connection
Sharing (ICS) cho phép ddi tuong tan cong khong can xac thuc thuc thi ma tir xa
khi ICS duoc kich hoat.

- L3 héng an toan thong tin CVE-2023-36802 trong Streaming Service Proxy
cho phép dbi tugng tan cong thuc hién tin cong leo thang ddc quyén. Lo hong nay
hién dang bi khai thac trong thuc té..

- L3 hong an toan thong tin CVE-2023-38146 trong Windows Themes cho
phép ddi twong tan cong thyc thi ma tir xa.

- 04 15 hong an toan thong tin CVE-2023-36792, CVE-2023-36793, CVE-
2023-36794, CVE-2023-36796 trong Visual Studio cho phép ddi tuong tin cong



thuc th1 ma tir xa.

- 03 16 hong an toan thong tin CVE-2023-36744, CVE-2023-36745, CVE-
2023-36756 trong Microsoft Exchange Server cho phép d6i tuong tin cong thuc
thi ma tr xa.

(Thong tin chi tiét cac 16 héng bao mat co tai Phu luc kem theo.)

Pé ting cudng chu dong phong ngilra cac riii ro mét an toan thong tin tai cac
hé thdng théng tin ciia cac co quan, don vi, Trung tim Cong nghé thong tin va
Truyén thong Thanh Hoa dé nghi cac co quan, don vi chi dao cac bo phan, c4 nhan
thuc hién nhitng nd1 dung sau:

1. Kiém tra, ra soat, xac dinh may st dung hé¢ diéu hanh Windows c6 kha nang
bi anh hudng bai cac 16 hong bao mét duge cong bo trén. Thuc hién cap nhat ban
véa bao mat d6i voi cac 16 hong nay kip thoi dé tranh nguy co bi tn cong. Hudng
dan k¥ thuat cach thuc thuc hién chi tiét d6i v6i 16 hong bao mat tai dia chi:
https://attt.thanhhoa.gov.vn

2. Chi dao cac To tng ciru su ¢b an toan thong tin mang tai co quan, don vi

minh ting cudng giam sat hoat dong cac hé thong thong tin va sin sang phuwong an
xu ly su b khi phat hién co dau hiéu bi khai thac, tan cOng mang; déng thoi thuong
xuyén theo ddi kénh canh bao cua cac co quan chirc ning va céc to chirc 16n vé an
toan thong tin dé phat hién kip thoi cac nguy co tan cong mang.

Trong qué trinh thuc hién, néu gap khé khin, vudng méic vé ky thuat lién quan
dén cac nodi dung, cong viée trén dé nghi lién hé voi Trung tAm Cong nghé thong
tin va Truyén thong Thanh Hoa (co quan thuong triec ciia Béi ting civu sie ¢é an
toan théng tin mang cua tinh) dé phdi hop hd trg, xir 1y

Dién thoai: (0237)3718.699

Thu dién tir: ungcuusuco@thanhhoa.gov.vn

Xin tran trong cam on./.

Not nhgn: KT. GIAM POC
- Nhu kinh g o g
- S& TT&TT (dé bic); PHO GIAM bOC

- PGP 8¢ Nguyén Vin Tudc (dé bic);
- Giam doc Trung tdm (dé b/c);
- Luu: VT, QTHT.

Tran Ngoc Hung


https://attt.thanhhoa.gov.vn/

(Kem theo cong van so

Phu luc: Thong tin cac 16 hong bao mat

ITTCNTT&TT-QTHT ngay

thang nam 2023

ciia Trung tam Céng nghé théng tin va Truyén théng Thanh Hoa)

1. Théng tin cac 16 hong bao mat

STT

CVE

Mo ta

Link tham khao

CVE-2023-36761

- biém: CVSS: 6.2 (Cao)

- M6 ta: L& hdong trong
Microsoft Word cho phép déi
tugng tan cong thu thap thong
tin vé ma bam NTLM cua
ngudi dung. LS hong nay hién
dang bi khai thac trong thuc té.

- Anh huong: Microsoft Word,
Microsoft 365.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36761

CVE-2023-29332

- Piém: CVSS: 7.5 (Nghiém
trong)

- M6 ta: L& héng trong dich vu
Microsoft Azure Kubernetes
Service cho phép ddi tugng tan
cong khéng can xac thuc thuc
hién tin cong leo thang dic
quyén.

- Anh huong:

Microsoft Azure Kubernetes
Service.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-29332

CVE-2023-38148

- Piém: CVSS: 8.8 (Nghiém
trong)

- M6 ta: Ld hong trong Internet
Connection Sharing (ICS) cho
phép d6i turong tan cong khdng
can xéac thuc thuc thi ma tir xa
khi ICS dugc kich hoat.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-38148




- Anh huong: Windows 10,
Windows 11, Windows Server
2022.

CVE-2023-36802

- Diém: CVSS: 7.8 (Cao)

- M6 ta: L& hong trong
Streaming Service Proxy cho
phép ddi tugng tan cong thuc
hién leo thang dic quyén. L
hong nay hién dang bi khai thac
trong thuc té.

- Anh huéng: Windows 11.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36802

CVE-2023-38146

- biém: CVSS: 8.8 (Cao)

- M6 ta: L& hong trong
Windows Themes cho phép dbi
tugng tan cong thuc thi ma tur
Xa.

- Anh huong: Windows 10,
Windows 11, Windows Server
2019, 2022.

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-38146

CVE-2023-36792
CVE-2023-36793
CVE-2023-36794
CVE-2023-36796

- Piém: CVSS: 7.8 (Nghiém
trong)

- M6 ta: L& hong trong Visual
Studio cho phép dbi tuong tan
cong thuc thi ma tur xa.

- Anh huong: Microsoft .NET
Framework.

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36792

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36793

https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36794

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36796




- biém: CVSS: 8.0 (Cao) https://msrc.microsoft.co
m/update-
guide/vulnerability/ CVE-
2023-36744

- M6 ta: L& hdng trong
Microsoft Exchange Server cho
phép d6i twong tan cdng thyc thi
CVE-2023-36744 | ma tur Xa. https://msrc.microsoft.co

i o . m/update-
7 | CVE-2023-36745 |- Anh  huong:  MiCrosoft | , .qoqinerability/CVE-

Exchange Server.
CVE-2023-36756 g 2023-36745

https://msrc.microsoft.co
m/update-
guide/vulnerability/CVE-
2023-36756

2. Hwéng din khic phuc

Bién phap t6t nhat dé khac phuc 13 cap nhét ban va cho cac 16 hong an toan
thong tin noi trén theo hudng dan cta hing. Hudng dan chi tiét khic phuc cac 15
hong bao mat trén tai dia chi: https://attt.thanhhoa.gov.vn (Muc Huéng dan =

Ky nang An toan thong tin)

%; TRUNG TAM DIéU’HANH s TOéN Trang chi Tin tic Céanh bao Hé tro
b) AN NINH MANG TINH THANH HOA Hrong ce ¢

K¥ na@ng an toan théng tin

cong cu

Video

Du bao sém nguy co tan cong mang
trén dién rong

Trong thai gian gén déy, Cuc an toan thong tin, B& Thang tin va Truyén théng da ghi
nhén cé céc diém yéu, 16 héng béo mat nghiém trong lién quan dén céc trang thiét bi,
may tinh va ph&in mém hé diéu hanh dang dugc sir dung réng rai tai Viét Nam. Lo hang
nay khong chi don gian Ia khai thac dugc khi cé quyén truy cap truc ti€p vao may
tinh/mdy chii cai d&t phién ban hé digu hanh Windows bi dnh hiréng, ma con c6 thé tén
céng théng qua mdt mdy tinh trong mang. Trén co s& d6 va thuc t& trién khai cong tac

giam sat an toan théng tin nhifng ndm qua, Trung tdm NCSC di bdo sém I6 hdng nay
hoan toan cé HHé dugc 1én dung d€ tién hanh céc chién dich tan cng c6 chi dich APT
1én trén quy mé rdng trong théi gian ngén sdp 16i vao khong gian mang Viét Nam

Z
Q BAM VAO DAY DE XEM CHI TIET K%%

<.

3. Tai ligu tham khao
https://msrc.microsoft.com/update-quide/
https://www.zerodayinitiative.com/blog/2023/9/12/the-september-2023-security-
update-review



https://attt.thanhhoa.gov.vn/
https://msrc.microsoft.com/update-guide/
https://www.zerodayinitiative.com/blog/2023/9/12/the-september-2023-security-update-review
https://www.zerodayinitiative.com/blog/2023/9/12/the-september-2023-security-update-review
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